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LOWER DAUPHIN 
SCHOOL DISTRICT 
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TITLE: RECORDS MANAGEMENT 
 

ADOPTED: December 19, 2011  
 

REVISED:  

  
 800.  Records Management 

 
1. Purpose 
 

The Lower Dauphin School District recognizes that in today’s educational 
environment there is an increasing requirement for the organization and its employees 
to appropriately create, maintain and manage records. Electronic records must be 
managed alongside analog records to ensure compliance with state and federal 
regulations and to preserve institutional history.  Furthermore, a number of statutory 
and regulatory guidelines require the district to retain records for a prescribed amount 
of time.  The district shall retain only those records which are required to effectively 
operate the school district and meet obligations to students, parents, employees, and 
all levels of government.  This policy is to inform all district employees of the 
requirements and responsibilities of records management, retention and destruction.  
 

2. Definitions 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Electronic Record means any digital record that is created, received, maintained, or 
stored on school district workstations or central servers, archival or backup drivers 
or media which is read with the use of a computer.  Examples include, but are not 
limited to: 

i. Electronic mail (e-mail) 
ii. Word processing documents and spreadsheets 
iii.  Databases 

 
Analog Record means any record that is created, received, maintained, or stored 
using media that can be read without the use of a computer.  Examples include, but 
are not limited to: 

i. Handwritten documents or notes 
ii. Documents or notes written using a typewriter 
iii. Printed or copied materials 

 
Server is a computer that acts as a central repository of digital content. 
 
Litigation Hold is a process by which an organization preserves all forms of relevant 
information in an unchanged state when litigation is reasonably anticipated. 
 
Official Records Retention is the length of time and general schedule adopted to 
maintain materials designated as an official record by the School Board, 
Superintendent, or Superintendent’s designee. 
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Archival Media is a storage device intended to hold digital or analog records, 
including but not limited to Compact Disc, DVD, hard disk, or tape. 
 
Social Media Networks include: web sites, web logs (blogs), video logs (vlogs), 
wikis, online forums, virtual worlds, and any other Internet based system that 
provides the tools for users to exchange information, including audio, video, still 
images, or text through synchronous or asynchronous means.  Social Media 
Networks focus on establishing and maintaining connections between users and 
enable them to locate and / or track others. 
 
Digital Communications are applications intended to facilitate synchronous and 
asynchronous communication between one or more persons using computer-based 
networks and Internet resources.  Digital communications include but are not limited 
to e-mail, instant messaging, text messaging, voice-over-IP, and video conferencing. 
 
E-mail  is defined as an asynchronous system for sending and receiving messages 
electronically over a computer network to one or more recipients. 
 
Instant Messaging is the synchronous transmission of an electronic message over a 
computer network that immediately displays the message on one or more recipient’s 
computer screens. 
 

 Text Messaging is defined as messages sent via cellular carrier between mobile 
devices. 
 
Voice-Over- IP, or Voice-Over-Internet Protocol, is defined as any system which 
transmits human voice in digital form over the Internet or computer networks as an 
audio stream with or without the addition of video. 
 
Video Conferencing is a system that enables participants across distance to 
communicate using both digital audio and digital video signals that are transmitted 
in real time. 
 
Audio Records include voice mail and other electronically recorded files that include 
sound as its primary medium. 
 
Computer includes any hardware, software, or other technology attached or 
connected to, installed in, or otherwise used in connection with a computing system.  
Computer includes, but is not limited to:  desktop, tablet, table or laptop computers; 
specialized electronic equipment used for special education purposes; global 
positioning systems (GPS); personal digital assistants (PDAs); cell phones with or 
without Internet access and/or recording capabilities; mobile phones or wireless 
devices; beepers; digital music players, digital video players, digital video recorders; 
and any other such technology developed. 
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Electronic Communications System (ECS) is any messaging, collaboration, 
publishing, broadcast, or distribution system that depends on electronic 
communications resources to create, send, forward, reply to, transmit, store, hold, 
copy, download, display, view, read, or print electronic records for purposes of 
communication across electronic communications network systems between or 
among individuals or groups, that is either explicitly denoted as a system for 
electronic communications or is implicitly used for such purposes.  Further, and 
electronic communications system means any wire, radio, electromagnetic, photo-
optical or photo-electronic facilities for the transmission of wire or electronic 
communications, and any computer facilities or related electronic equipment for the 
electronic storage of such communications.  Examples include, but are not limited to 
the Internet, intranet, electronic mail services, GPS systems, cell phones, and PDAs. 
 
Synchronous Communication is any communication that occurs in real-time or 
near-real time. 
 
Educational Purpose includes use of the network and electronic communications 
systems for learning activities, professional or career development, and to support 
the school district’s curriculum policy and mission statement. 
 
 
Effective operation of the district’s programs requires the cooperation of all district 
employees, students, and guests working together under a system of policies and 
rules. Employees shall have the responsibility of archiving records that are created as 
a component of their employment and which are required to be retained as a public 
record. Employees shall save such records on a district server.   
 
The district, under the direction of the Superintendent and Technology Coordinator, 
shall have the authority to archive, maintain, and dispose of electronic records.  
 
Maintenance and disposal of records, as determined by the content, must be in 
compliance with the guidelines established by the Board of School Directors and all 
applicable records retention and disposition schedules.   
 
Each employee is responsible for periodically reviewing any records, whether 
electronic or analog, to ensure timely deletion of records that are no longer needed to 
conduct school district business, in compliance with this policy and applicable 
guidelines. 
 

a. Open Records 
Lower Dauphin School District shall make records available for public 
inspection that are identified under all applicable local, state, and federal 
laws as per the Public Records Policy #801 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
3. Authority 
 
 
 
 
 
 
 
 
 
 
 
 
4.  Guidelines 
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b. Synchronous Communication Records 

Synchronous Communications records, including but not limited to instant 
messaging, text messaging, and video conferencing sessions, in and of 
themselves do not constitute records.   
 

c. Audio Records 
Voice mail and other electronically recorded audio files will be disposed of 
in a manner consistent with other electronic files.  In accordance with 
applicable law, including but not limited to Pennsylvania’s wiretapping 
laws, the school district reserves the right to record and maintain telephone 
conversations for safety, security, and quality control purposes. 
 

d. Litigation Holds 
When litigation against the school district or its employees is filed or 
threatened, the law imposes a duty upon the school district to preserve all 
documents and records that pertain to the issues.  As soon as the 
Superintendent is made aware of pending or threatening litigation, a 
litigation hold directive will be issued to legal custodians of pertinent 
materials.  The litigation hold directive shall override any records retention 
schedule that may have otherwise called for the transfer, disposal, or 
destruction of relevant documents until such time as the hold has been 
cleared by the Superintendent in consultation with the district’s Board 
appointed solicitor. No employee who has been notified of a litigation hold 
may alter or delete a record that falls within the scope of that hold.  
Violation of the hold may subject the individual to disciplinary action, up to 
and including dismissal, as well as personal liability for civil and/or 
criminal sanctions. 
 

e. Security of Records 
The school district shall implement and maintain an effective records 
security program that: 
i. Ensures that only authorized personnel have access to records. 
ii. Provides for backup and recovery of electronic records to protect 

against information loss. 
iii. Ensures that school district personnel are trained to safeguard 

sensitive or classified records. 
iv. Minimizes the risk of unauthorized alteration or erasure of records. 

 
f. Enforcement 

   Failure to comply with the records retention policy and associated 
guidelines and procedures will result in disciplinary action and penalties 
applicable by law. 
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5. Records Retention 
Schedule 

The district shall adopt the following records retention schedule: 
 
Document                                                   Retention Period 

 
Accident Reports and Claims (settled) 6 years 
Accounts Payable Ledgers 6 years 
Accounts Receivable Ledgers 6 years 
Annexation, Consolidation, and 
Boundary Change Records 

Permanent 

Annual Financial Reports 99 years 
Audit Reports 99 years 
Bank Deposit Slips 6 years 
Bank Reconciliation 6 years 
Bid Contracts: Advertisements, 
Instructions to Bidders, Performance 
and Payment Bonds 

If accepted, retain 6 years after 
termination of general written contracts.  
Retain 12 years after termination of 
construction contracts. 
 
If declined, retain 3 years after job 
completion 

Board Policies (current) Permanent 
Bonds and Notes 99 years 
Board Minutes 99 years 
Public Hearing Proof of Publications 10 years 
Buildings, Land, Land Improvements, 
Deeds and related legal correspondence 

99 years 

  
Building Construction: Advertisements, 
Instructions for Bidders, Performance 
and Payment Bonds, Architect Fees and 
Invoices 

99 years 

Bylaws, Regulations and Rules of 
Order 

6 years after superseded / revoked 

Legal Case Files Permanent 
Certificates of Election 6 years 
Curriculum, Course Offerings, and 
Textbooks 

Current adoption 

District Commissioned Plans/Studies 
(including Strategic Plan, Taskforce 
Findings, School Safety and Emergency 
Management plans 

6 years 

Payroll Records 6 years 
Stocks and Bond Certificates 6 years 
Employee Health Insurance Claim Files 6 years after settlement 
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Personnel Records 6 years after termination of 
employment except as specified by 
employment contracts 

Job Descriptions Current plus 1 prior revision 
Workers’ Compensation Records 4 years after final settlement  
Labor Negotiation Files 6 years after expiration of contract 
Union Grievances 30 years after resolution 
Trademarks and Copyright 
Registrations 

Permanent 

Employment Applications 1 year 
Ethics Commission Statements of 
Financial Interest 

6 years 

Equal Employment Opportunity 
Records 

4 years 

Grant Administration Records Length of grant plus 5 years unless 
stipulated by the grant 

Hazardous Substance Survey Forms 30 years  
Material Safety Data Sheets 30 years 
Insurance Claims and Policies 6 years after settlement or expiration 
Inventories 10 years after disposal of material 
Electronic Mail and Attachments 3 years 
Student Records Category A 99 years 
Student Records Category B Periodic Review 
Student Records Category C Annual Review 

 
Student Record Category Descriptions 
Student records shall be maintained as described in School Board Policy #216.  The 
following categories are adopted for the purposes of defining a schedule of student 
records retention. 
 

Category A: 
Category A Student Records include official administrative records that constitute 
the minimum personal data necessary for operation of the educational system.  This 
data shall include such information as identifying data (names and addresses of 
parent/guardian, birth date), final course grades, standardized achievement test 
scores, attendance, and entry and withdraw dates. 
 
These records shall be maintained for 99 years subject to the conditions of security.  
Conditions of access to pupil records shall be defined by School Board Policies 216 
and 801.  At the end of each school year all data shall be backed up from the student 
information management system and stored along with a copy of the current version 
of the student information management system application installation files stored 
on CD or DVD.  Additionally, records shall be retained either in analog form or 
directly readable electronic format including but not limited to Adobe Acrobat 
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Reader, Laserfiche Document Management System, or within a readily accessible 
student information management system. 
 
Category B: 
Category B refers to cumulative data.  Items in Category B may be filed separately 
from Category A information and may include the following: 
 
                 a.  Verified reports of serious and recurrent behavior problems. 

  b.  Anecdotal records containing systematically gathered reports from    
       teachers, counselors, and others regarding the student 
  c.  Student referral forms. 
  d.  Correspondence to parents, social agencies, or others that indicate a  
      verified problem the student is having in school. 
  e.  School health records or medical records. 
  f.   Intelligence tests, interest inventory results, aptitude results, family  
       background. 
  g.  Legal documents, due process. 
  h.  Psychological test results. 
  i. Clinical reports such as psychiatric reports, psychological reports, and 
reports from outside agencies. 
  j.  Psychological follow-up report. 

 
Information collected in Category B shall be reviewed periodically and all 
unnecessary data purged. 
 
Category C: 
This file contains information which has short-term value and may be unverified, 
such as legal or clinical findings, personality test results, and unevaluated reports of 
teachers or counselors. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


